
TIME TO RETHINK
APPLIANCE THROUGHPUT

The combination of Napatech accelerators and Commercial Off-The-Shelf (COTS) hardware provides 
network appliance vendors with a powerful platform for system throughput. Napatech can now show 
that the latest generation of standard servers can operate at system throughputs of 100 Gbps under 
full load when analyzing traffic off-line, and 80 Gbps when operating in-line. This provides a flexible 
and easily deployable solution for appliance vendors that monitor, test, secure, or optimize networks 
and services.
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Standard servers are widely used as a hardware platform 
for development of analysis appliances. These systems 
analyze large amounts of network and service data in 
real time. Analysis appliances monitor, test, secure and 
optimize networks and services. The common demand 
that all appliances share is the ability to process large 
amounts of real-time data at maximum speed. But how 
much data can standard servers process? What 
throughput can they achieve? 

To answer these questions, Napatech has worked together 
with its partners and customers to test the limits of the latest 
generation of standard servers. The result forced a rethink of 
the current understanding of appliance throughput. 
Napatech can now show that the latest generation of standard 
servers can operate at system throughputs of 100 Gbps 
under full load when analyzing traffic off-line, and 80 Gbps 
when operating in-line. This level of performance was not 
expected to be possible, but it is now a reality and opens up 
a broad range of possibilities. 

History has shown that we can expect up to 30% improvement 
in performance on an annual basis when standard servers 
adopt the latest CPU chipsets. Development of appliances 
based on standard servers would appear to be a viable 
strategy for appliance vendors for the foreseeable future. 
This solution provides a competitive alternative to proprietary 
hardware by being scalable, flexible and easily deployable – 
without compromising performance.

ACHIEVING 100G

Network speeds are currently transitioning from 1 Gbps to 
10 Gbps, but 40 Gbps networks are being deployed and 
100 Gbps networks are just around the corner. 

Today, appliance vendors must consider how to meet future 
demands for analysis at higher data speeds. Can standard 
servers keep up? Will it be possible to analyze this amount  
of data in real time? 

Napatech, together with Dell, took up the challenge of 
answering this question. Using the latest generation of 
mainstream servers based on Sandy Bridge architecture,  
the Dell PowerEdge R720, Napatech set out to discover 
what system throughput could be achieved. 

For the test, Napatech used five NT20E2 accelerators for 
network management and security applications. Each 
accelerator provides 2 ports of 10 Gbps, allowing analysis  
of 20 Gbps of real-time data per accelerator. With five 
accelerators installed in the standard server, the total system 
throughput was 100 Gbps. 

Five separate packet capture applications were initiated  
– one per accelerator – to simulate a typical appliance 
application. The applications could process all the data  
in real time with full throughput, even when the analysis  
data was fully comprised of 64 byte frame traffic. This 
corresponds to 15 million packets per second per port  
or 150 million packets per second for the entire system. 

The CPU load for this test was below 6%, allowing plenty  
of power for more advanced processing. 

This test proves that 100 Gbps throughput is achievable 
today. With annual improvements in performance, this could 
be doubled in three years and improved by a factor of 10  
in nine years’ time. But is this in line with market needs? 
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According to Crehan Research, 100 Gbps servers will 
become mainstream in data centers in 2016 – three years 
from now. This corresponds with the roadmap for 
performance improvement. 

RAISING THE BAR

Napatech achieved 100 Gbps for off-line analysis, but what 
about in-line analysis? An increasing number of analysis 
applications require in-line deployment to allow immediate 
reaction to network and service events. These are more 
challenging applications, as latency and the time to process 
real-time data now become important. 

A frame can arrive every 67 nanoseconds at 10 Gbps. This 
does not provide a lot of time for applications to process  
and re-transmit. What can standard servers achieve today?

For this test, Napatech worked together with a major Asian 
appliance vendor to test the throughput of standard servers 
in an in-line scenario. A simulated in-line application was 
used on a standard Dell R720 server. In this case, four 

NT40E2-4 accelerators were used for a total of 16 ports. 
This resulted in 80 Gbps full-duplex performance, even  
when the data was fully comprised of 64 byte frames. 

The CPU load fell below 6% for typical network traffic,  
again leaving more power for advanced processing. 

ENABLING ACCELERATED THROUGHPUT

What is the key to achieving such high throughputs using 
Commercial Off-The-Shelf (COTS) hardware? As was 
demonstrated in the 100 Gbps test, it is not because  
the most expensive or highest range servers were used.  
Dell positions the R720 as a mid-range server offering.  
The key lies in how the application software and Napatech 
accelerators off-load and accelerate analysis application 
performance. 

Napatech designs its accelerators for full throughput with 
guaranteed delivery of data to the analysis application software, 
regardless of the network load. This is a vital first step,  
as packet loss can occur at any point along the chain. To 
understand more, read “Time to ReThink Guaranteed Delivery.” 

FIGURE 1
100G Throughput Test
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In addition, Napatech accelerators provide a number of 
features to off-load data processing that otherwise consumes 
CPU cycles. This includes nanosecond precision time-
stamping, de-duplication, checksum generation and 
validation, and IP fragment handling. 

Napatech accelerators are also capable of recognizing 
network flows and intelligently distributing those flows to  
the various CPU cores available in the standard server.  
With a multi-threaded analysis application, this effectively 
spreads the processing load among the available CPU 
resources and thereby accelerates the throughput 
performance of the analysis application.

The final capability of Napatech accelerators is the ability to 
merge data from multiple ports on up to eight accelerators 
into one stream of data for analysis. This allows multiple 
accelerators to be installed in an appliance, but the application 
can access all available ports as if only one accelerator was 
installed. The complexity of the installation is thus abstracted 
from the application software developer, allowing easier 
development of high performance analysis solutions. 

READY FOR THE FUTURE

As data speeds and loads increase across the world’s 
networks, appliance vendors must consider how to meet 
demands for more analysis at higher speeds. Vast amounts 
of data must be processed in real time in order for vendors 
to provide precise network intelligence to their customers. 
Appliance throughput is essential to performing this task  
at maximum speed.

Napatech can now demonstrate that the latest generation  
of standard servers can operate at throughputs of 100 Gbps 
off-line and 80 Gbps in-line. Napatech accelerators coupled 
with standard servers provide a flexible, scalable and easily 
deployable solution for appliance vendors that monitor, test, 
secure or optimize networks and services. With standard 
servers and Napatech accelerators, appliance vendors have 
a powerful platform to meet current needs and also scale  
to respond to future demands. 

FIGURE 2
80G In-line Test
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DISCOVER THE POWER OF NAPATECH

Napatech accelerators are designed to handle the maximum 
theoretical throughput of data for a given port speed. 
Napatech offers a range of accelerators supporting speeds 
from 10 Mbps to 100 Gbps. A single, common Application 
Programming Interface (API) allows application software to 
be developed once and used with a broad range of Napatech 
accelerators. This allows combinations of different accelerators 
with different port speeds to be installed in the same server. 
Additional features include:
  
 • Napatech accelerators can identify, filter and distribute 
flows to up to 32 CPU cores

 • Data merging functionality allows flows from different ports 
on different accelerators to be merged for analysis

 • Data sharing functionality allows multiple applications to 
access the same data at the same time

 • All of this can be performed with very low server CPU load
 
CHOOSE THE MARKET LEADER 

Napatech is the market leading provider of accelerators for 
network management and security applications. Napatech 
provides global sales and support from local offices in all 
major continents, which is included in the price of the 
accelerator. This means that our highly experienced support 
resources are available for design and integration support,  
as well as field support without extra charge.

Napatech accelerators are manufactured to the highest 
standards by outsourced manufacturers in Switzerland and
the USA supporting all major certifications including NEBS 
for telecom applications.

COMPANY PROFILE

Napatech is the world leader in accelerating network 
management and security applications. As data volume  
and complexity grow, the performance of these applications 
needs to stay ahead of the speed of networks in order to  
do their jobs. We make this possible, for even the most 
demanding financial, telecom, corporate and government 
networks.
 
Now and in the future, we enable our customers’ applications 
to run faster than the networks they need to manage and 
protect.
 
Napatech. FASTER THAN THE FUTURE
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