
Napatech Virtualization Solution with VM to VM Monitoring
The following document provides a description of the Napatech 
Virtualization Solution with VM to VM Monitoring. The solution 
leverages the Napatech solutions for Virtual Switch Acceleration, 
which accelerate both north-south and east-west data traffic 
switching and enables monitoring of this traffic, such as east-
west traffic between virtual machines in a hypervisor 
environment. 

The benefit for the customer
With this solution it is possible to receive a copy of all data 
traffic hosted on the virtualized server and deliver it to either 
virtual probes and appliances or external physical probes and 
appliances for analysis. By replicating the traffic on the 
Napatech SmartNIC, no CPU cores are used, which is one of the 
major drawbacks of current solutions. 

Traditionally, traffic in a data center can be monitored by receiv-
ing a copy of network data from switches and routers through 
SPAN ports or by tapping connections between servers, switches 
and other appliances. This is still possible in virtual environ-
ments for north-south traffic, which will enter and leave the 
physical server and be switched at the top-of-rack switch, which 
can provide SPAN port access to the traffic or can be physically 
tapped. 

For east-west traffic from one virtual machine to another virtual 
machine, the data traffic remains within the hypervisor domain. 
Using physical taps or switch SPAN ports will not provide access 
to this data as it never leaves the physical server. 

SOLUTION DESCRIPTION

The solution available today is to replicate all traffic in the virtual 
switch running in software. That means that twice the number of 
CPU cores are now required as double the amount of data 
traffic needs to be switched by the virtual switch. In most 
circumstances, this is unsustainable as it will result in more CPU 
cores being used to switch and monitor data traffic than there 
are cores available for revenue generating virtual applications.

Napatech solutions for Virtual Switch Acceleration provide 
different options for accelerating virtual switches, but in all of 
these solutions, insight is provided into north-south and east-
west traffic. The Virtualization Solution for VM to VM Monitoring 
replicates this traffic on the SmartNIC hardware and makes it 
available for either virtual or physical monitoring solutions. No 
CPU cores are used as the replication is performed in hardware 
and not software removing one of the major issues of current 
solutions.

How does it work
The Napatech solutions for Virtual Switch Acceleration are all 
based on the capability to offload the megaflow cache from 
Open Virtual Switch (OVS). This means that Napatech can 
accelerate the switching of megaflow data. The megaflow data 
includes both north-south and east-west traffic, all of which 
will be sent to the SmartNIC for switching. This enables the 
SmarNIC to replicate all of the traffic received and make it 
available through a virtual SPAN port or through one of the 
physical ports on the SmartNIC. 

Monitoring of aggregate data traffic for network management or 
cybersecurity is compute intensive. Virtual appliances for these 
kinds of monitoring applications can consume up to 20 CPU 
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Napatech helps companies to reimagine their business by bringing hyperscale computing benefits to IT organizations of every size. We enhance open and standard virtualized 
servers to boost innovation and release valuable computing resources that improve services and increase revenue. Our Reconfigurable Computing Platform™ is based on a 
broad set of FPGA software for leading IT compute, network and security applications that are supported on a wide array of FPGA hardware designs.

NAPATECH.COM

Napatech SmartNICs
Napatech is the pioneer and preferred supplier of FPGA-based 
SmartNICs designed to improve application performance and 
provide ultimate network flexibility and security. Our industry- 
leading feature set provides capabilities that are crucial for 
high-speed, real-time data processing.

With Napatech SmartNICs, you can build affordable, high-
performance solutions based on standard, low-cost servers. 
The card offers market-leading integration capabilities and 
provides a robust and well-documented Application Program-
ming Interface (API) that seamlessly integrates with open 
source, custom-developed or commercial applications.

Napatech Link™ Virtualization Software
Link™ Virtualization Software supports a broad range of 
applications and use cases – and can immediately improve an 
organization’s ability to monetize virtualized applications.

Key Features
 • Full offload of the virtual switching data plane
 • Up to 60M pps data delivery to virtualized applications
 • 100Gbps switching throughput
 • Configurable match processing for L2, L3, L4
 • VLAN / QinQ / VxLAN support
 • 1000 megaflows, millions of individual flows
 • Based on standard OVS and DPDK

cores. It is therefore important that the type of traffic to be repli-
cated by the SmartNIC can be controlled and filtered so that the 
amount of traffic to be analyzed can be minimized. Napatech 
has extensive filtering capabilities that can be applied on-the-fly 
to control the amount of traffic to be replicated and analyzed. 

Another reason for managing the amount of traffic to be repli-
cated for virtual appliance monitoring is server PCIe interface 
bandwidth. The current generation of PCIe interface technology 
available in servers supports up to 100 Gbps data transfer. 
While the Napatech SmartNIC Solution is capable of support-
ing up to 200 Gbps of bidirectional data, the PCIe interface 
limitation means that the maximum amount of traffic that can 
be delivered to a virtual monitoring appliance is 50 Gbps. For 

monitoring of 100 Gbps traffic, it is recommended that data is 
replicated and delivered to an external physical appliance.

Efficient solution that makes monitoring 
of virtual traffic feasible
The Napatech Virtualization Solution with VM to VM Monitoring 
now makes it possible to efficiently monitor all traffic in a virtual 
environment without CPU core penalties. It enables better 
service fulfilment, assurance and billing as the necessary data 
for telemetry is at hand and can be provided to multiple virtual 
and physical appliances for analysis. With this solution, the final 
missing piece of the puzzle has fallen into place to enable 
efficient delivery, operation and support of critical revenue 
generating services in virtual environments.

Figure 2: 
Napatech SmartNIC Solution 
with VM to VM Monitoring


